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SAP Application Server Overview
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Enqueue Replication – Use Case
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Architecture: Design and Goals
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Architecture: Overview

External Database & NFS Server 
(with optional own cluster solution)

SUSE Linux Enterprise HAE
Cluster
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pacemaker/OpenAIS

SAPInstance FS

Ext3
LVM

MD-RaidMultipath
Network
Bonding

Network

Linux system / Kernel

SAP IP FS

IPAddr2 LVMMDSBD

HA Stack for SAP

• Cluster manager 
pacemaker/openAIS 
from SLE11-HAE

• Resource agents for 
SAP Instance is part of 
SLE11-HAE

• Supported databases

‒ DB/2

‒ MaxDB

‒ Sybase ASE

‒ Oracle

• Server fencing

‒ Redundant SBD

Cluster 
Resources

Cluster 
Resource 
Agents

Cluster 
Manager

OS 
Resources

OS 
Sub-systems

OS Kernel & 
Device drivers



Storage and Network
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Filesystems for SAP #1
Enqueue Replication with Integrated Database

• Local filesystems

/usr/sap

/usr/sap/HB2

/usr/sap/HB2/ERS10

/usr/sap/HB2/ERS11

• Shared storage filesystems

/usr/sap/HB2/DVEBMSG02

/sapdb

/sapdb/HB2/sapdata

/sapdb/HB2/saplog

• Network-mounted filesystems

/sapmnt/HB2

/usr/sap/HB2/ASC00

/usr/sap/HB2/SCS01

Note: HB2 is the name of this particular SAP system instance 

•  Filesystems for ERS 
instances are local on 
every node because of 
the Master-Slave 
mechanism of the 
SAPInstance resource 
agent.

•  Filesystems for 
database tables and 
transaction logs are on 
a shared storage for 
active/passive clustered 
DB operation.

•  Filesystems for ASCS 
and SCS are on a 
network filesystem for 
optional scale-out.
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Network

• Separate networks 
for internal  and 
external 
communication

• Network bonding to 
increase network  
stableness.

• Network 
infrastructure should 
be redundant, too. 



Cluster Manager Pacemaker/Corosync
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• Operations of the SAPInstance resource agent are done by using the 
startup framework called SAP Management Console or sapstartsrv.

• sapstartsrv knows 4 status colours: 

GREEN = everything is fine 

YELLOW = something is wrong, but the service is still working 

RED = the service does not work 

GRAY = the service has not been started 

• SAPInstance resource agent will interpret GREEN and YELLOW as OK, 
statuses RED and GRAY are reported as NOT_RUNNING to the cluster.

• Depending on the status the cluster expects from the resource, it will do a 
restart, failover or just nothing. 

Resource Agents for SAP 1/2   
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Resource Agents for SAP 2/2   

• SAPInstance resource agent

‒ disp+work 

‒ msg_server 

‒ enserver 

‒ enrepserver 

‒ jcontrol 

‒ jstart

‒ wdisp

• SAPDatabase resource agent

‒ DB/2

‒ MaxDB

‒ Oracle

‒ Sybase

• Supported Releases:

‒ SAP WebAS ABAP 
Release 4.6C - 7.10 

‒ SAP WebAS Java 
Release 6.40 - 7.10 
(min. 6.40 SP22, 7.00 
SP15, 7.10 SP00) 

‒ SAP WebAS ABAP + 
Java Add-In Release 
6.20 - 7.30

‒ DB/2 UDB 9.x, 10.x

‒ Oracle 10gR2, 11gR2

‒ SAP-DB / MaxDB 7.6, 
7.7

‒ Sybase ASE 15.7

http://www..suse.com/products/sles-for-
sap/resource-library 
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Cluster Resources #1
Enqueue Replication with External Database (SLES11) 



17

Cluster Resources #2
Enqueue Replication with Integrated Database (SLES10)
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Two Enqueue Replication Groups
SCS and ASCS with Replicated Enqueue  

• SLE11-HA Cluster add-
on for SLES11

• Resource agent for SAP 
Instance is part of 
SLE11-HA

• Enqueue and Replicated 
Enqueue as Master/Slave 
resource

• SCS and ASCS with 
Replicated Enqueue, 
independent from each 
other

• Similar to SAP certified 
setup
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Constraints: Orders #2
Enqueue Replication with Integrated Database

DB group

I/O Stack for
Databasefiles

IPaddr2
dbhost

SAPDatabase
Oracle - HB2

SAPInstance
SCS01 - HB2

SAPInstance
ASCS00 - HB2

SAP group

I/O Stack for
SAP files

IPaddr2
cihost

SAPInstance
DVEBMGS02 - HB2

Ipaddr2
scshost

Ipaddr2
ascshost

• The virtual service address is 
started before the matching 
SAP instance

• The database and the service 
instances SCS and ASCS are 
started before the central 
instance

• Beside the normal start/stop 
sequence an order constraint 
does also define, what to do if 
a services fails and has to be 
restarted: All successive 
services have to be  restarted 
to. This is the reason, why we 
do not define an order 
constraint between the 
database and the service 
instances SCS and ASCS.



20

SAPInstance
SCS01 - HB2

SAPInstance
ASCS00 - HB2

SAP group

I/O Stack for
central instance

Ipaddr2
cihost

SAPInstance
DVEBMGS - HB2

Ipaddr2
scshost

Ipaddr2
ascshost

SAPInstance
ERS11 - HB2

SAPInstance
ERS10 - HB2

DB group

I/O Stack for
Databasefiles

IPaddr2
dbhost

SAPDatabase
Oracle - HB2

Master/Slave

Master/Slave

anti-colocation
(score -1000)

Resources to be placed
together on a cluster node

Resources to be placed
on the other node

Constraints: Co-location #2
Enqueue Replication with Integrated Database

• Normal scored anti-
colocation between the 
Database and the central 
instance (DVEBMGS). 
This should help to 
balance the load. This 
anti-colocation is not a 
must, your operational 
concepts decide, wether 
this constraint should be a 
anti-colocation or a 
colocation.

• The colocations between 
the virtual IP addresses 
and the corresponding 
SAP instance.
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Cluster Resources #3 
Simple Stack with SBD for External Database
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Cluster Resources #3
Simple Stack with SBD for External Database

•  SBD as primitive resource.

•  One common resource group 
for all database resources.

•  Location constraints are 
needed to ensure that the 
database is only started if the 
node fulfills all operational 
needs. 

•  Co-location constraints are 
implicitly defined by adding all 
resources to one common 
group. 

•  Order constraints are implicitly 
defined by adding all resources 
to one common group. 

• Cluster Resources:

‒ SBD: Server fencing

‒ IPaddr2: Virtual IP 
address

‒ Raid1: MD Raid1 
arrays

‒ LVM: LVM Volume 
Groups

‒ Filesystem: Ext3 
filesystems

‒ SAPDatabase: 
MaxDB database
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Cluster Concept - Constraints
Order Constraints for SAP Instances and Groups

ASCS ERS

M S

IP IP

0

Group grp_HA0_DVEBMGS20

Network Resources
(IP addresses)

I/O Stack Resources
(RAD1, LVM, FS, ...)

Application Resource
(SAP Instance)

Each SAP application server needs the central services (ASCS)

Order
Constraint
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Cluster Concept - Constraints
Order Constraints for SAP Instances and SAP Database

ASCS ERS

M S

IP IP

0

IP

I/O

SAP

IP

I/O

SAPDB

00

SAP database SAP PAS

Advisory order constraints for all SAP application servers
against Database and central services instance (ASCS)

Optional advisory order constraint between Database and
central services instance (ASCS)
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Cluster Concept - Constraints
Collocation Constraints for SAP Instances and IP Addresses

SAPInstance SAPInstance

Master/Slave msl_HA0_ASCS

HA0 ASCS00 HA0 ERS10

M S

IPaddr2 IPaddr2

sapha0as sapha0er

2000 2000

Bind IP addresses to M/S status but do not stop, if instance is down

primitive primitive

1500



Cluster Test and Maintenance
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Cluster Test #2
Enqueue Replication with Integrated Database

Test Case Expected Result

Set one node to standby Database and CI instance group is running on remaining node. Virtual IPs  are
running on remaining node.

Shutdown one node gracefully The node leaves the cluster. The enqueue replication table is moved.
Database and CI instance group start on remaining host.

Turn off one node (power off) The remaining node w ill try STONITH.  If  the STONITH  was successfull, the
remaining node takes over all resources.

Turn on node again, start openais The node rejoins the cluster and starts resources. Also the CI host moves to
the rejoined node.

Plug out User LAN The second node takes over all resources. Depending on the configuration,
the affected node gets STONITHed.

Plug out both SAN links The monitoring of the SAN resourcesfail. The affected node gets
STONITHed.

Plug out all network (split-brain) The cluster stops doing anything (resource keep running), since both nodes
can't determine the state of their counterpart.

Kill SAP CI instance The CI instance restarts 3 times. After the 3rd try, it fails over to the second
node

Kill database The database instance restarts 3 times. After the 3rd try, it fails over to the
second node

Shut down one SAN storage The MD-Mirrors get degraded but continue to work.

For productive clusters a test plan for all possible failure scenarios is necessary.
In the workshop, some important basic tests are used: 
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server (blade) fails

Failures and Solutions
Some examples of “What happens when”

other node takes over

network switch fails 2nd network interface takes over
(network bonding)

message server dies
message server will be

locally restarted

network separation
(split-brain)

SBD detects failure and
fences (reboots) one node

storage fails
RAID mirror leg gets lost
2nd mirror leg continues

database fails
Database will be restarted
and/or started on 2nd node

enqueue server dies ASCS instance will fail over
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Cluster Tools

ClusterTools2 RPM is a 
collection of tools, used in 
projects by SUSE consulting. 
Examples:

‒ ClusterService is a frontend 
for most used cluster 
operations. It is designed 
along the use cases  that 
are common for operating a 
clustered SAP system.    

‒ clusterstate is a script to 
analyse cluster status.

‒ Wow is a simple program, 
which helps to create cluster 
configurations. It is based on 
crm-snipsets and scripts. 
The snipsets may contain 
variable references which 
are resolved by the scripts 
and the wow engine.



SAP Dual Stack
Enqueue Replication
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SAP Dual Stack Enqueue Replication
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SAP Dual Stack Enqueue Replication
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Appendix



35

Links 1/2

SAP Notes

0171356 SAP on Linux
0816097 Availability of SAP on Linux for x86_64
1310037 SLES11
1275775 sapconf
1172419 Java VM on x86_64
1008828 SAP Kernel 4.6D
0877795 SAP sapstartsrv before 7.0
0995116 SAP backporting sapstartsrv
1014480 SAP Mgmt. Console
0618104 sapsysinfo
1552925 Linux: High Availability Cluster Solutions
1056161 SUSE Priority Support for SAP-Applications
1763512 Support details for SUSE Linux Enterprise High Availability 
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Links 2/2

Links

http://www.sap.com/linux
http://wiki.sdn.sap.com/wiki/display/HOME/SAPonLinuxNotes
http://www.sap.com/partners/directories/searchpartner.epx  
http://scn.sap.com/docs/DOC-26718
http://scn.sap.com/docs/DOC-25453
http://scn.sap.com/docs/DOC-28875
http://scn.sap.com/docs/DOC-25453
http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/d079c1f2-5c6b-2f10-dcbb-a29c20865e81

http://www.novell.com/de-de/partners/sap
http://www.novell.com/products/server/sap/matrix.html
http://www..suse.com/products/sles-for-sap/resource-library
http://download.opensuse.org/repositories/home:/fmherschel/SLE_11_SP1/noarch/

<click>

http://www.sap.com/linux
http://wiki.sdn.sap.com/wiki/display/HOME/SAPonLinuxNotes
http://www.sap.com/partners/directories/searchpartner.epx
http://scn.sap.com/docs/DOC-26718
http://scn.sap.com/docs/DOC-25453
http://scn.sap.com/docs/DOC-28875
http://scn.sap.com/docs/DOC-25453
http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/d079c1f2-5c6b-2f10-dcbb-a29c20865e81
http://www.novell.com/de-de/partners/sap
http://www.novell.com/products/server/sap/matrix.html
http://download.opensuse.org/repositories/home:/fmherschel/SLE_11_SP1/noarch/
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Quiz Time
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