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SUSE Linux Enterprise 11
High Availability

- The extension addresses customer needs to run mission
critical workloads with High Availability, Mission Critical
applications, Cluster File System, Load-Balancing

- SUSE Linux Enterprise stack has matured over years

- Local Cluster and Metro Cluster (max. ~30km¥*)

- Supplied as an add-on product (own iso image)

- Integration with SLES (1586, 1a64, x86_64, ppc, s390x)
- Available on SLES product release

* see release notes




SUSE. Linux Enterprise 11

HA Components

Linux HA stack, incl. pacemaker, corosync, hawk, and
YaST module

- resource-agents — monitor availability of resources

- stonith — fencing support (also Xen, KVM, VMware VMs)

- pacemaker — cluster resource manager

- Corosync - cluster communication layer

- hawk — web konsole for cluster resource and dependencies
editing

- crm — command line to interact with the CIB: editing, prepare
multiple changes & commit once, syntax validation, etc.

- YaST module — easy basic installation

SUSE




What Is Pacemaker?

Cluster Resource Manager The brain
Local Resource Manager Non-cluster-aware
components

Resource Scripts

Messaging + Membership

Cluster communication




SUSE. Linux Enterprise 11 HA

Architecture
r 3 1
Reme Rf;:r:fe - Cluster resources
~
are probed on all
.
nodes during Cluster
I [ | 11 1 PR
| cn startup, node joining
Loca uster
Resource Policy nformation CIB or resource
Manager Engine* Base LRM (Replica) reco nf|g uration.

Cluster information
base is replicated on
all nodes.

=(2) 0<—@ & j@

L

Cluster Resource Cluster coordinator is

Manager .
Designated active on one node.
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SUSE. Linux Enterprise 11 HA

Resource Agents

« Compliant to Open Cluster Framework (OCF).
« Start - service must be functional after start returns.
° Stop - After this operation has completed, service must be fully stopped!

e Monitor - Return the status of the service:

« 0 ($OCF_SUCCESS): Service running fine
« 7 ($OCF_NOT_RUNNING): Service NOT running at all
- 1 (3OCF_ERR_GENERIC): Considered active but failed

 Provide meta-data about service for configuration.

« Live in /usr/lib/ocf/resource.d/<provider>/ .

- f.e. “oracle”, “oralsnr” for Oracle databases
- f.e. “exportfs” for NFS servers
- f.e. “Filesystem” for filesystems like OCFS2 or Ext3

« STONITH RAs are special, because crucial.




SUSE Linux Enterprise 11 HA
HA Web Konsole

@ Cluster Status

@'aﬂ%@l*ﬂﬁ?lL

Inactive Resources

Clone Set: hase-clone

vm-07: Pending

vm-09: Pending

vm-13; Pending

vm-15: Pending

[
[
[vm-11: Fending
[
[
[

vm-17: Pending

[vm-19: Pending

[> Start

|
B Maove...

4 Drop Relocation Rule
4 CleanUp

€, View Recent Events...

vm-00: Stopped

dummy1: Stopped

Delay1: Stopped

vm-01; Stopped

vm-02: Stopped

vm-03: Stopped

vm-04: Stopped

vm-05: Stopped

vm-06: Stopped

vm-31: Stopped

vm-32: Stopped

[
[
[
[
[
[
[
[
[
[
[
[

vm-33: Stopped
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Fencing options

 Server fencing with STONITH +
Storage fencing with SFEX

* needs LAN access to remote management board (or virtualisation host)
e critical resources
* proven

 Server fencing with SBD + watchdog

- needs separate disk, ideally on 3" site
« very critical resource
* One, two, or three SBD devices

« Storage fencing with SCSI3 persistent reservation

« needs procedure to unlock storage if node dies
 needs device-specific cluster integration
- implemented in projects, currently no roadmap

- Storage fencing with storage based mirror

- additional hardware features needed
* needs device-specific cluster integration /o ok




Fencing - SFEX

SFEX prevents the cluster from corrupting the data.

SFEX should be placed close to the data it should protect.

A single SFEX is a single point of failure - data integrity is always on cost of service availability.
To reduce the impact:

- Configure the SAN boxes identically on both sites, having the exact same LUNs and partitions.
- Initialise the SFEX in exact the same way on both sites.

- Only use one SFEX for the cluster. If you have one preferred site, use the SFEX there.

This gives:

- In LAN split scenario, the SFEX device is not affected, the service could still run on either site.

- In SAN split scenario, the site where the SFEX device is used, will win. If the service was running there,
nothing happens. If the service was on the other site, it will be migrated.

- In complete split brain scenario, the site where the SFEX device is used, will win.

- In disaster scenario, either the site with the SFEX device will stay alive. or the other. If the site without
SFEX device has survived, you simply have to replace the SFEX device in the RA configuration and to
start the service.

- If the SFEX device fails for whatever reason, you have to replace the SFEX device in the RA
configuration and to restart the service.

-

Data integrity is given in all described scenarios. SUSE




Fencing - SBD

 goal: split-brain protection

« uses shared SAN storage device as medium for sending fencing
requests (poison pills)

« all nodes must be able to regularly check the SBD device for fencing
requests

« if a node looses I/0O connection to the SBD device, it must go down
immediately

« watchdog resets server when timer expires

« SBD daemon (user space, RT prio) regularly resets watchdog timer if
SBD device is accessible

1, 2, or 3 SBD device.
With 2 or 3 SBD devices: If one device goes down, nodes stay.

SUSE




SUSE Linux Enterprise High Availability - Overview
SLE-HA in VMware virtual machines

. Main benefit is application monitoring

- see http://www.emc.com/solutions/application-environment/sap/virtualization.htm

. SLE-HA is supported on VMware
_ for SAP and other workloads
- application support depends on ISVs
- the cluster acts as on physical machines

- VMware placing policy to place cluster nodes on different physical hosts

. SUSE Best Practices can be implemented
- cluster timings have to be aligned with virtualisation infrastructure

- network bandwidth has to be sufficient for vMotion to avoid timeouts

. Shared Storage is used
_ for SBD fencing and Cluster Resources
- no need for Shared SCSI Bus
- If VCB backup is not available, ReaR might be an option

- Shared Storage could be VMFS file or RDM, even with vMotion *
* see http://kb.vmware.com/kb/1034165

Note: If no shared storage or iISCSI is used at all, fencing could be done via vSphere API, see links in appendix.



http://kb.vmware.com/kb/1034165

Data Replication Options




Data Replication Options

 Application based mirror
- f.e. Oracle data guard, DB2 HADR
« on top of operating system SLES

* Network based mirror
* Distributed Replicated Block Device (DRBD)
« part of SLE11-HA

« Host based mirror
« active/active: cLVM, cmirrord
- active/passive: MD-RAID
« part of SLE11-HA

 Storage based mirror
 f.e. EMC SRDF, HP CLX EVA, NetApp Metro Cluster
 beneath operating system SLES




Data replication
Application based mirror

LAN:

Cluster
communication,
resource control,
application based
data replication

local disks
(or local SAN)

L

clust:

er link

L

Data Center 1

Data Center 2

+ long distance
possible

+ no SAN needed
+ application aware
- LAN bandwith
needed

- specific application
only




Data replication
Network based mirror

I v + long distance
possible
LAN: cluster link + no SAN needed
Cluster
communication, + part of SLE11 HA
resource control,
network based + vendor independent

data replication

local disks
(or local SAN)

Data Center 1 Data Center 2

- LAN bandwith
needed




Data replication
Host based mirror

+ proven solution

+
LAN: cluster link part of SLE11 HA

cluster + vendor independent
communication,
resource control
- limited distance

\ v

L

SAN:

multipath 10,
host based
data replication

Data Center 1 Data Center 2




Data replication
Storage based mirror

LAN:

cluster
communication,
resource control

SAN:

multipath 10,
storage based
data replication

L _

cluster link

L _

A

Data Center 1

Data Center 2

+ long distance
support by hardware
vendors

+ reduced load on
local SAN

+ simplified Linux IO
stack

- vendor / hardware
specific




Best Practices




The DOs

It's good to do this:

+ host based mirror with MD-RAID for high availability under cluster control
+ storage based mirror for disaster recovery, manual switch

+ MD-RAID to protect shared LUNs against forbidden access

+ split large filesystems

+ SFEX to protect filesystem on shared LUNSs, if LAN-based stonith is used
+ two independent LAN links for cluster communication

+ check blade servers for independent LAN links

+ make CIB simple, f.e. few groups instead of many constraints

+ resource naming schema, f.e. prefixes rsc_, msl_, grp_, ord_, loc_, col _
+ set up cluster step-by-step

+ use crm

+ always issue crm unmigrate after migration has completed

+ prepare custom scripts for admin tasks

+ define and perform tests for all failure scenarios




The DON'Ts

It's good NOT to do this:

- directly re-use concepts from other cluster solutions

- storage based mirror for high availability under cluster control
- storage based mirror with inactive pathes visible

- multipath user friendly names, but not all names pre-defined
- cluster resource, STONITH, and SBD timings shorter than SAN timings
- both corosync rings in same subnet

- OCFS2 if no concurrent access is needed

- OCFS2 on MD-RAID

- host based mirror with cLVM without extended careful testing
- no stonith at all

- other software use the watchdog in parallel to SBD

- go live without tests planned and done




Best Practice Examples

Simple Stack HA Enqueue Replication

cluster node 1 cluster node 2 cluster node 1 cluster node 2

work in progress

resource failover
actlve / active

resource failover

active / active

SAP grou;\

database
- SAP instances

lock table repl|cat|on

Pl
SAP system o SAF’ system
l

- database - SAP Eng-Repl
- SAP (A)SCS »

%)

SAP group 2
- database
- SAP instances

{{Q
699\

shared storage
shared storage

SAP° Certified

Integration with SAP NetWeaver®

DRBD Data Replication HA in Virtualized

Environments

WO rk | np rog ress cluster 1 cluster 2
Cluster nodes on virtual systems
DRBI) data replicdtion T T
ST \L @M
. = ‘/ cluster B cluster C
DRBD master DRBD slave
SAP system Clustered Hyper Visor on physical systems
’ ’
~— ~—
— ~—
~ ~— cluster A
Data Center 1 Data Center 2

See also “Protection of business critical
applications in VMware vSphere4 virtualized SLES
environments demonstrated with S, Weaver”

SUSE




SLE-HA for SAP

General Available Solutions 1/2

- Simple Stack SAP and Database
- Netweaver: ABAP°*, Java, Double Stack
- MaxDB°*, Oracle, DB/2, Sybase

- Enqueue Replication
- Netweaver: ABAP° or Java
- SAP Certified®

- Simple Stack Database
- Oracle*, DB/2

° whitepaper published, * training or workshop available

SUSE




SLE-HA for SAP

General Available Solutions 2/2

- External NFS server

- SAN shared storage
- DRBD"®

- Storage-based mirror

- if completely transparent to OS and cluster

« Cluster in virtual machine
- VMware®°, KVM", Xen

A under evaluation




SLE-HA for SAP

Custom Solutions

- Enqueue Replication - misc.
- specific configuration
- SAP Web Dispatcher
- SAP HANA System Replication

- Database - misc.
- Oracle RAC, Dataguard

- Storage-based mirror that needs cluster integration (SRDF,
CLXEVA, ..))

- Simple Stack MaxDB, Sybase

- specific configuration

- Three or more nodes in one cluster




SLE-HA for SAP

Currently NO Solutions

- SAP and NFS server in same cluster A

- Enqueue Replication Double Stack with one single
common IP address
- not recommended by SAP anymore

- f.e. Solution Manager or Pl in “traditional” setup

- Quorum Server
- alternative option: 3rd SBD on iSCSI

A under evaluation




Project Examples




Sample: HA Stack for SAP

Pacemaker GUI (on node0IDI)

Connection Mew Shadow Tools Help

~ =% & 4

Live

P o i @G L8 2af B

< [ Configuration

Name |Status |Detai|s

[f#] CRM Config

— () have quorum
[ Resource Defaults

~ & Cluster

— ‘ = npde0i02 @ orline
[f2¢| Operation Defaults P—
= noded 01 ) online (de)

8 Nodes
Resources
|51 Constraints
T ACLs

S5 Management

o

~ 3] Resources
4 rsc_stonith_sbd
= [0 grp_sap_NA1 @ group
4 rsc_ip_NA1_sapnalci

o

rsc_ip_MNA1_sapnaldb

o

rsc_ip_NA1_sapnalas
rsc_md_NA1_md0
rsc_lvm_NA1_sapvg

o

o

o

rsc_fs_NA1_usrsap

)

rsc_fs_NA1_sapmnt
rsc_fs_NA1_sapdb
rsc_sapdb_MNA1
rsc_sapinst NA1 ASCS00 sapnalas () running on ['node01011] ocf:

)

)

)

B rsc_sapinst_n

Migration Threshold: 5

(0 running on ['node01017] ocf:
(0 running on ['node01017 ocf:
() running on ['node01017] ocf:
() running on ['node01017] ocf:
() running on ['node01017] ocf:
() running on ['node01017] ocf:
() running on ['node01017] ocf:
() running on ['node01017] ocf:
() running on ['node01017] ocf:

Openais & Pacemaker

(0 running on ['nede01017 stonith::external/sbd

‘heartbeat:|Paddr2
‘heartbeat:|Paddr2
‘heartbeat:|Paddr2
‘heartbeat:Raid1
‘heartbeat:LvM
‘heartbeat:Filesystem
‘heartbeat:Filesystem
‘heartbeat:Filesystem
‘heartbeat:SAPDatabase
‘heartbeat:SAPInstance
3501 _sapnalci @ running on ['node01017 ocf::heartbeat:

Call D |Operation |Interva| |Retum Code |Status |Last Run |Exec Time |Queue Tirme
< node0101

35 start ok (rc=0) complete Tue Nov 1 19:53:02 2011 16100ms  Oms

36 monitor  180000ms ak (re=0) complete 360ms oms

A

Connected to hacluster@127.0.0.1 (Simple Mode)

NWILEd

SLE11-HA Cluster add-
on for SLES11

Resource agents for SAP
Instance and SAP
Database are part of
SLE11-HA

Supported databases
DB/2
MaxDB

Sybase

Oracle

Host based mirror
- MD-RAID
- LVM2

SBD to better handle
split-brain scenarios

- Stonith + SFEX
alternatively



Sample: HA SAP Enqueue Replication

@ [f—% sap.corp | https:#/153198v7 wdf sap.corp: 7630/main/status

i Most Visited ™~ [lopensUsEY @) Getting Started 5] Latest Headlines™  [BJKATH.NETY [ SUSE Linux and 0.~ [ - SLE11-HA Cluster add-
@ Cluster status on fOF SLES1 1
\' inactive Resaurces - Resource agent for SAP
Master/Slave Set: msl_sap_sngrepl_HAD Instance |S part of
e sap A ASCSo00 Wastar 1] SLE11-HA

Enqueue and Replicated
Enqueue as Master/Slave
resource

SLE11-HA certified by
SAP

I ENE I EL




Sample: SAP Two Enq. Replication

L Pacemaker, GUIl (an/cI3n01)

Connection  View Shadow Tools Help

<l 0% = H
L D o&e e e€Xo

= f’:, Configuration

Name

CRM Confi
g < B Cluster
Resource Defaults B 3001
Operation Defaults = cl3n02
s Nodes < ™ Resources
{5 Resources 4| rsc_stanith_sbd
@ Constraints = [ 4 grp_sapdb_sol h
re ACLs 4| rsc_ip_SO1_sapsoldh

g@ Management 2 rsc_md_SO1_md0

2 rsc_lvm_SO1_sapsoldb
2 rsc_fs_SO1_sapdb
9 rsc_sapdb_SO1

= (a9l grp_sapci_sol

9 rsc_ip_S01_sapsolci

=)

2 @
Status
G have guorum

G online (dc)

G online

@

G running on ['cl3nd17]
@ group

G running on ['cl3nd17]
G running on ['cl3nd17]
G running on ['cl3nd17]
G running on ['cl3nd17]
Q running on ['cl3n011

@ group

Q running on ['cl3n011

9 rsc_sapinst_S01_DVEBMGS20_sapsolci Q running on ['cl3n011

¥ [ ] ms|_sapas_SO1
9 rsc_sapinst_S01_ASCS00_sapsolas:0
9 rsc_sapinst_S01_ASCS00_sapsolas:i
¥ [ Jms|_sapcs_SO1
o rsc_sapinst_S01_SCS01_sapsolcs:0
9 rsc_sapinst_S01_SCS01_sapsolcs:]

9 rsc_ip_S01_sapsoler

n rsc_ip_S01

9 rsc_ip_S01_sapsolcs

9 rsc_ip_S01_sapsolas

Connected to hacluster@127.0.0.1 (Simple Mode)

Q master

Q running (Master) on ['cl3n02]
Q running (Slave) on ['cl3n01]
Q master

G running (Slave) on ['cl3n027
Q running (Master) on ['cl3n017
Q running on ['cl3n011

[ ] running on ['cl3n02

Q running on ['cl3n011

Q running on ['cl3n021

Details

Openais & Pacemaker

stonith::external/shd

ocf:heartheat: |Paddr2
ocf:heartheat:Raidl
ocf:heartheat: LM
ocf:heartheat: Filesystem

ocfheartbeat: SAPDatabase

ocf:heartbeat:|Paddi2
ocf:heartbeat: SAPInstance

ocf:heartbeat: SAPInstance
ocf:heartbeat: SAPInstance

ocf:heartbeat: SAPInstance
ocf:heartheat: SAPInstance
ocf:heartheat:IPaddi2
ocf:heartheat:
ocf:heartheat:IPaddi2
ocf:heartheat:IPaddi2

SLE11-HA Cluster add-
on for SLES11

Resource agent for SAP
Instance is part of
SLE11-HA

Enqueue and Replicated
Enqueue as Master/Slave
resource

SCS and ASCS with
Replicated Enqueue,
independent from each
other

Similar to SAP certified
setup



Sample: HA for SAP, customized

Connection View Shadow Tools Help

< & 4
Live > o d e e
~ ) Configuration Name

%] CRM Config = & Cluster

[ Resource Defaults H hime2330

[ Operation Defaults = bime1330

5 Nodes v 5 Resources

{5 Resources * rsc_stonith_sbd

|| Constraints = B cln_ethmonitor

i+ ACLs s rsc_ethmonitor:0

< rsc_ethmonitor:1

eHaR @

Status Details
© have quorum Openais & Pacemaker
@ online

@ online (dc)

@

«

@

running on ['bire1330"] stonith::external/sbd

o

clone

(2 running on ['bime13307 ocf: cust::ethmonitor
@ running on [birme23301 ocf:.cust::ethmonitor

- B grp_ciZSA @ group

o rsc_md_ZSA ZSAci01_md2
o rsc_lvm_ZSA ZSAci01
¢ rsc_fs_ZSA DVEBMGS20

o rsc_fs_ZSA W40
o/ rsc_fs_ZSA ASCS25
°/rsc_ip_ZSA_zsacineu
°|rsc_app_ZSA_ciZSA
> (¢ grp_as02ZSA
b 19 grp_dbZSA

Connected to hacluster@127.0.0.1 (Simple Mode)

@ running on [bire13301 ocf::heartbeat:Raid1

@ running on [bire1330' ocf::heartbeat:LVM

© running on [birne13301 ocf::heartbeat:Filesystem
© running on [birme13301 ocf::heartbeat:Filesystem
@ running on [bire1330"] ocf::heartbeat:Filesystem
© running on ['bire13301 ocf::heartbeat:IPaddr2
@ running on [bime1330] ocf: cust‘:sapresman

@ group

@ group

SLE11-HA Cluster add-
on for SLES11

Custom resource agent
for Oracle and SAP

Host based mirrored
storage

Check for network
connectivity



SUSE Linux Enterprise High Availability - Examples

Sample: HANA System Replication

Cluster Status- Mozilla Firefox

Eile Edit Wiew History Bookmarks Tools Help

1% Cluster Status X H{:}New Tab ¥ || il ‘ . _ -
ﬁl l Search or enter address ﬂv @] V Google @] & Q S LE1 1 HA CIUSter add on for
/";% Cluster Status [ User: haclent Log Out S LES1 1

| © = | . Resource Agents SAPHana

Master/Slave Set: msl_SAPHana_NDB_HDB0OO El ﬁ e and SAPHanaTOpO|Ogy are part
(s rrrans oe_roeoot waser 1] of SLES for SAP

Clone Set: cIn_SAPHanaTopology_MDB_HDEOO

 [(rsc_ShPHanaTopobogy NDB_D5000 Started - ], (o rsc_SAPHanaTupology NDB_HDBOO: Started | - Currently single box system
replication (Scale-Up) only

- One network segment (layer 2)

- No other HANA system on
cluster nodes




Sample: HA for Oracle, simplified

< o & 4
Live @ g @ i - SLE11-HA Cluster add-
- [} Configuration Name Status Details on for SLES11
CRM Config - &5 Cluster @ have quorum Openais & Pacemaker
5= Resource Defaults = suse11-4d-102 @ online (dc) - Resource agent for
-2/ Operation Defaults = suse11-4d-101 © online Oracle is part of SLE11-
& Nodes < B9 Resources @ HA
D Resources 5 rsc_stonith_shd @ running on ['suse11-4d-10217 stonith::external/shd
Constraints = (% grp_DemoDB @ group - Host based mirror
i~ ACLs 2 rsc_md_DemoDB_md0 © running on ['suse11-4d-102"] ocf::heartheat:Raid1
s rsc_lvm_DemoDB_oravg @ running on ['suse11-4d-1027 ocf::heartbeat:LVM - MD-RAID
“ rsc_fs DemoDB_ora @ running on ['suse11-4d-1027 ocf::heartbeat:Filesystem
< rsc_fs DemoDB_data @ running on ['suse11-4d-1021] ocf::heartbeat:Filesystem - LVM2
< rsc_ip_DemoDB_oracle1 @ running on ['suse11-4d-1021 ocf::heartbeat:|Paddr2 ) X
“ rsc_oracle DemoDB @ running on ['suse11-4d-1027 ocf::heartbeat:oracle - SBD to handle Sp“t'bram
scenarios
Validate With: pacemaker-1.2
Epoch: 65
Num Updates: 146
CRM Feature Set: 3.0.5
Have Quorum: 1
DC UUID: suse11-4d-102

CIB Last Written: Tue Oct 25 17:26:24 2011
Connected to hacluster@127.0.0.1 (Simple Mode)




Sample: HA for Oracle

Connection View Shadow Tools Help

A<l o4
Live | o O o [ :
S LR TN Y I | . SLE11-HA Cluster add-

Name | Status |Delai|s |

[P&| CRM Confi

% Resource [)gefau\ts b s Cluster Q have quorum Openais & Pacemaker O n fO r S L E S 1 1

%9 Operation Defaults ¥ !Resoulces‘ <

5 Nodes b 1 chstonth i gm - Resource agents for
- = L0 grp_iti2t group

Resources

. 4| rsc_md_iti2t_md0 Q running on ['dezulsapap941] ocf::heartbeat:Raidl O ra C | e I n Sta n Ce a n d

Eg Constraints

o 4| rsc_lvm_iti2t_vgora_iti2t Q running on ['dezulsapap94’

9 rsc_fs_fti2t_oraclell () running on [dezulsapap94

octearoeat VM Oracle Listener are part

ocf::heartbeat:Filesystem

1
1
1
1

n 1sc_fs_iti2t_oracle ® running on [dezulsapapd4’] ocf::heartbeat Filesystem Of S L E 1 1 = HA
4| 1sc_fs_fti2t_online Q running on ['de: T ocf:l -Fil
4| rsc_fs_iti2t_mirror (@ running on [de T ocf -Fil o Sto rage Stack Wlth Or
9 rsc_fs_iti2t_redo Q running on ['dezulsapap94'] ocf:heartbeat:Filesystem . .
sl ittota @ umingon eaisapap] ot earbeatFy without host based mirror
4| rsc_fs_iti2t_index Q running on ['de: ] ocf: Fil
9 rsc_fs_iti2t_system Q running on ['de 1 ocf: -Fil . C h eC k fo r n etWO rk
4 rsc_ip_iti2t_dezulsapap92 Q running on ['dezulsapap94'] ocf:heartbeat:IPaddr2 . .
4| rsc_oracle_iti2t Q running on ['de: T ocf: “oracle Con n eCtIVIty
9| rsc_oralsnr_iti2t Q running on ['dezulsapap94] ocf:-heartbeat:oralsnr
b 5 cin_ping Q clone
Migiaton Threshol: 3~
CallID |0peralion | Interval |Relum Code | Status | Last Run |Exec Time |Queue Time | Last Return Code Change ﬁl

IConnected to 127.0.0.1 (Simple Mode) 4




Sample: HA NFS Server




Sample: OCFS2 Cluster

ye Pacemaker GUI <@cisbwa013> CINCIRES
Connection View Shadow Tools Help
< o5 & H
Live Do &Y » e gk f @
< () Configuration | |Name Status Details
[E=/CRM Config | |- & cluster @ have quorum Openais & Pacemaker
Resource Def = cisbwa015 @ online
Operation De| = cisbwa013 @ online (dc)
% Nodes = cishwa014 @ online
5 Resources = cishwa016 @ online
Constraints | |+ =5 Resources @

> [ JcIn_stonith_sbd @ clone
- [@cIn_storage @ clone

= [0 grp_storage:0 @ group
“ rsc_controld:0 @ running on ['cisbwa013"] ocf::pacemaker:controld
‘'rsc_o2ch:0 @ running on ['cisbwa013'] ocf::ocfs2:02cb
4 rsc_clvmd:0 @ running on ['cisbwa013" ocf::vm2:clvmd

> o grp_storage:1 @ group

> (o grp_storage:2 @ group

> [ grp_storage:3 @ group

<[ Jcin_bwa @ clone

~ (9 grp_bwa:0 @ group
¢ rsc_lvm_vgbwa:0 © running on [‘cisbwa013'] ocf::heartbeat:LVM
2 rsc_fs bwal:0 @ running on ['cisbwa013"] ocf::heartbeat:Filesystem

e grp_bwa:l @ group
» o grp_bwa:2 @ group
» o grp_bwa:3 @ group

(T
Connected to 127.0.0.1 (Simple Mode)

_

SLE11-HA Cluster add-
on for SLES11

4 Nodes, further scale-
out possible

Storage Stack
- controld + 02cb
- cLVM
- OCFS2



Miscellaneous




Collect logs

« Base system
« supportconfig -A
*sam -0 ...
- tar czf ... /var/log/messages.*

* HA cluster
« hb_report -f ...
e tar czf ... /usr/lib/ocf/resource.d/

http://thm-a01.yimg.com/nimage/d6dd37b46ee7dch8.jpeg -




Read logs 1/2

Q1: Why did node Ixeval01 reboot?
A1: Node Ixeval01 was fenced by Ixeval02, as shown in sbd slots.

Q2: Why was Ixeval01 fenced?
A2: MD and LVM resources could not be stopped on Ixeval01, as log on Ixeval02 shows:

Feb 24 12:08:07 Ixeval02 crmd: [9633]: WARN: update_failcount: Updating failcount for rsc_lvm_ZM2_ZM2db01 on Ixeval01 after failed
start: rc=1 (update=INFINITY, time=1298545687)

Feb 24 12:08:08 Ixeval02 crmd: [9633]: WARN: update_failcount: Updating failcount for rsc_md_ZM2_md10 on Ixeval01 after failed stop:
rc=1 (update=INFINITY, time=1298545688)

Feb 24 12:08:08 Ixeval02 pengine: [9632]: notice: LogActions: Move resource rsc_md_ZM2 md10 (Started Ixeval01 -> Ixeval02)
Feb 24 12:08:08 Ixeval02 pengine: [9632]: notice: LogActions: Move resource rsc_lvm_ZM2_ZM2db01 (Started Ixeval01 -> Ixeval02)

Feb 24 12:08:08 Ixeval02 crmd: [9633]: WARN: status_from_rc: Action 50 (rsc_md_ZM2_md10_stop_0) on Ixeval01 failed (target:

0 vs.rc: 1): Error

Feb 24 12:08:08 Ixeval02 crmd: [9633]: WARN: status_from_rc: Action 85 (rsc_lvm_ZM2_ZM2ci01_start_0) on Ixeval01 failed (target:
0 vs. rc: 1): Error

Feb 24 12:08:08 Ixeval02 pengine: [9632]: info: determine_online_status: Node Ixeval01 is online

Feb 24 12:08:08 Ixeval02 pengine: [9632]: WARN: unpack_rsc_op: Processing failed op rsc_md_ZM2_md10_stop_0 on Ixeval01:
unknown error (1)

Feb 24 12:08:08 Ixeval02 pengine: [9632]: WARN: pe_fence node: Node Ixeval01 will be fenced to recover from resource failure(s)

SUSE




Read logs 2/2

Q3: Why could resources not be stopped?
A3: /0 to the SAN storage did not work, as log on Ixeval01 shows:

Feb 24 12:08:04 Ixeval01 kernel: [65951.343186] end_request: I/O error, dev dm-2, sector 144
Feb 24 12:08:04 Ixeval01 kernel: [65951.344457] end_request: I/O error, dev dm-16, sector 144
Feb 24 12:08:04 Ixeval01 kernel: [65951.344461] raid1: dm-16: rescheduling sector 0

Feb 24 12:08:04 Ixeval01 kernel: [65951.344547] end_request: I/O error, dev dm-16, sector 144

Feb 24 12:08:05 Ixeval01 kernel: [65951.348395] raid1: Disk failure on dm-19, disabling device.

Feb 24 12:08:05 Ixeval01 kernel: [65951.348397] raid1: Operation continuing on 1 devices.

Feb 24 12:08:05 Ixeval01 kernel: [65951.349345] raid1: Disk failure on dm-13, disabling device.

Feb 24 12:08:05 Ixeval01 kernel: [65951.349346] raid1: Operation continuing on 1 devices.

Feb 24 12:08:05 Ixeval01 kernel: [65951.349345] raid1: Disk failure on dm-13, disabling device.

Feb 24 12:08:05 Ixeval01 kernel: [65951.349346] raid1: Operation continuing on 1 devices.

Feb 24 12:08:08 Ixeval01 Irmd: [10119]: info: cancel_op: operation monitor[54] on ocf::Raid1::rsc_ md_ZM2_md10 for client 10122,

its parameters: raidconf=[/etc/mdadm.conf.cluster] on_fail=[fence] crm_feature_set=[3.0.2] raiddev=[/dev/md10] CRM_meta_on_fail=[fence]
CRM_meta_name=[monitor] CRM_meta_interval=[120000] CRM_meta_timeout=[60000] cancelled

Feb 24 12:08:08 Ixeval01 Irmd: [10119]: info: rscirsc_md_ZM2_md10:111: stop

Feb 24 12:08:08 Ixeval01 crmd: [10122]: info: process_Irm_event: LRM operation rsc_md_ZM2 md10_monitor_120000 (call=54, status=1,
cib-update=0, confirmed=true) Cancelled

Feb 24 12:08:08 Ixeval01 Irmd: [10119]: info: RA output: (rsc_md_ZM2_md10:stop:stderr) mdadm: failed to stop array /dev/md10:

Device or resource busy Perhaps a running process, mounted filesystem or active volume group?

Feb 24 12:08:08 Ixeval01 Irmd: [10119]: info: RA output: (rsc_md_ZM2_md10:stop:stderr) mdadm: failed to set readonly for /dev/md10:
Device or resource busy

Feb 24 12:08:08 Ixeval01 Irmd: [10119]: WARN: Managed rsc_md_ZM2_md10:stop process 12921 exited with return code 1.

Feb 24 12:08:08 Ixeval01 crmd: [10122]: info: process_Irm_event: LRM operation rsc_md_ZM2 _md10_stop_0 (call=111, rc=1,
cib-update=119, confirmed=true) unknown error

Q4: Why did 1/0O not work?
A4: Further investigation of 1/0 stack needed to find the answer.
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Grep the logs

Q5: Are there tools to grep the logs?
AS5: grep_error_patterns, grep_cluster_patterns, grep_cluster_transition
are part of ClusterTools2.

<TODO>

Q6: Are there tools to grep supportconfig?
A6: grep_supportconfig is part of ClusterTools2

<TODO>




Observations

- Pre-defined, well tested stacks are crucial for quality, supportability, and acceptance.

« Storage is most important part for production. Storage stack has to be built out of a
modular set of options. Many ways to fail, few to succeed.

- Customer fall into one out of four categories regarding storage:
a) host based mirror
b) storage based mirror
C) no mirror at all
d) NFS, what so ever
Combination 1)+b) not possible yet, except with 3™ party- or selfmade RA.

« Customers fall into one of these two categories:
1) Your cluster does not do everything magically, why that?
2) Any cluster should not do anything, except the server is de-materialised.
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Timing

« How long a cluster survives a storage outage depends on the watchdog timeout
and the sbd retry cycle. All other timeouts should be aligned with that settings.
That means they have to be longer.

« If the watchdog should avoid MD mirror splitting in case of 1O errors, the watchdog
timeout has to be shorter than the total MPIO failure timeout.
Thus, a node is fenced before the MD mirror is split.

« Storage resources - as Raid1, LVM, Filesystem - have operation timeouts.
These should be longer than the MPIO failure timeout. This avoids non-needed
- failure actions. It does not define how long the cluster survives a storage outage.

» The watchdog timeout must be shorter than sbd message wait timeout.
The sbd message wait timeout must be shorter than the cluster stonith-timeout.

* The cluster sbd resource should have a start interval longer than the sbd daemon
loop cycle.

+ <TODO> by factor 1.2
¢ <TODO> sbd recover

See man pages for sbd, multipath.conf.
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https://www.suse.com/support/kb/doc.php?id=7010781

http://www.sap.com/linux

http://scn.sap.com/community/linux/blog/2014/02/17/installation-wizard-from-suse-linux-enterprise-server-ready-to-run-sap-solutions-in-just-a-few-steps
http://scn.sap.com/community/hana-in-memory/blog/2014/04/04/fail-safe-operation-of-sap-hana-suse-extends-its-high-availability-solution

http://www.saphana.com/servlet/JiveServlet/previewBody/2775-102-4-9467/HANA_HA_2.1.pdf
http://www.sdn.sap.com/irj/scn/index?rid=/library/uuid/d079c1f2-5c6b-2f10-dcbb-a29c20865e8
http://scn.sap.com/docs/DOC-52522

https://www.suse.com/promo/saphana-replication.html
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http://www.linux-ha.org/

http://www.openais.org/

http://www.clusterlabs.org/

http://www.clusterlabs.org/mediawiki/images/f/fb/Configuration_Explained.pdf
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http://www.querzone.de/wiki/Wiki.jsp?page=Multipathing

https://raid.wiki.kernel.org/index.php/Linux_Raid

http://www.corosync.org/doku.php?id=faq:cisco_switches

http://de.wikipedia.org/wiki/Multicast

http://en.wikipedia.org/wiki/Internet_Group_Management_Protocol
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